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By the end of the 20" century, medicine was the first to fly into the digital world. New practices of medical data collection and storage appeared, the interrelation
between a patient and all subjects of medical activity altered, automatization and robotization transformed many medical technologies, and legislation underwent
significant changes. It resulted in new possibilities of rendering medical aid and occurring risks. The article deals with principal notions associated with digital
medicine and determines its pressing issues. The basic reasons for updating digital transformation of medicine and its leading trends are reviewed including
for the purpose of emergency situations such as COVID-19 pandemics. Closer attention is paid to the ethical issues that arise when digital technologies have
been implemented and applied in the healthcare system. They include voluntary informed consent, confidentiality, ethics of digital control, safety, equality, data
accessibility and protection. An important role of legal regulation and observance of bioethical principles is stressed.
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LNPPOBU3ALINA MEANLMHDBI N 9STUHECKUE MNPOBJIEMbI B YCJTIOBUAX MAHOEMUN COVID-19

®. T. HexxmetamHosa' &4, M. 3. lypbinésa?

" KagaHckuii rocyapCTBeHHbIN arpapHbi yHrBepcuTeT, KasaHb, Poccus
2 KagaHcKuii rocyaapCTBeHHbIN MedULUMHCKIUN yHMBepcUTeT, KasaHb, Poccus

MeauumHa 0aHOM 13 NePBbIX C KOHLA 20 Beka CTPEMUTENBHO BOLLMA B LKDPOBON MUP. [10SBMAMCH HOBbIE MPaKTVKL cO0pa ¥ XPaHEHNS MEAVILMHCKOM MHopMaLmK,
N3MEHMNNCh B3aUMOOTHOLLIEHWS MaLMeHTa 1 BCEX CyObeKTOB MEANLIMHCKON AEATENbHOCTI, aBTOMATV3aLs 1 poboTU3aLms TpaHCOpMUMPOBasM MHOMME MEAVILIMHCKYIE
TEXHOMOMM, CEPbE3HO MEHSNIOCh 3aKOHOAATENBCTBO. Kak CleAcTBMe, MOSBUAMCH HOBble BO3MOXXHOCTW, Kak OKasaHust MeaVLIMHCKON MOMOLLM, Tak ¥ BO3HUKatOLLIE
prCKu. B cTaTbe paccmMaTprBatoTCst OCHOBHbIE MOHATYSA, CBA3aHHbIE C LIMDPOBON MEANLIMHON 1 ONMPEAENAIOTCH €€ aKTyaslbHble MPOOeMbl. AHANM3MPYIOTCA OCHOBHbIE
MPVYMHBI aKTyamaauumn LchpoBoit TpaHC(OPMaL MEAVLIMHBI 1 €8 OCHOBHbIE HaMPaBNeH!s, B TOM 4Y/Ce B KOHTEKCTE Ype3BblHaliHbIX CUTYaUun Ha npuMepe
naHgemn COVID-19. Ocoboe BHYMaHWe YAENSETCS STUHECKVM BOMPOCaM, BOZHUKAIOLLWM B XOAE BHEAPEHWUS W MPaKTUK MPUMEHEHNS LIMKDPOBBIX TEXHONOMIN
B CUCTEME 3APaBOOXPAHEHUS, TakM Kak [JOOPOBOBHOE MH(OPMMPOBaHHOE Cornacye, KOH(UAEHLMAIBHOCTb, 3TUHHOCTL LhPOBOrO KOHTPOSS, 6€30MacHOCTb,
[PaBeHCTBO, AOCTYMHOCTb M 3aLLmTa AaHHbIX, MOAYEPKMBAETCS BabKHAs POb MPaBOBOIO PEryMpPOBaHNS 1 COOMOAEHNS BUOSTUHECKIX MPUHLIMIMOB.
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Russia is exposed to the challenges of accelerating globalization — global intensification of competition for factors

and the technoeconomic paradigm shift. The 215t century is
emerging as an age of high technology and high standards of
living. At the same time, public health protection and measures
required for its implementation are now high on the agenda
because of the global threat posed by the COVID-19 pandemic.

A global economic, legal and information system is being

built strategically. Global competition is increasing not only in
the traditional markets of goods, capital, technologies and
labor but also between the systems of public administration,
innovation support and development of human potential.
Among the major global challenges of today are:

— a global shift to the new technoeconomic paradigm
(Industry 4.0) and digital economy.

— accelerating technological transformation of the global
economy. Russia is facing competition not only from
the world leaders in innovation but also from developing
countries and post-Soviet states.
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that determine the competitive ability of innovative
systems, including highly skilled workforce, “smart”
money (investments that bring innovative expertise,
technologies and competencies into a project),
education, and the sharp rise in their mobility.

— global challenges facing mankind: climate change,

population ageing, public health issues, food safety.

All of these problems raise the need for new public health
concepts.

In order to be prepared for digital economy and Industry 4.0
and to update a healthcare system accordingly, one needs to
analyze these terms in form and substance.

In 1951, the British food manufacturing and catering company
J. Lyons & Co spearheaded the use of computers in business [1].
The Lyons Electronic Office (LEO) occupied a large room but was
relatively primitive; today, a small hearing aid has more processing
power and memory than LEO. However, LEO was able to
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calculate the output of the company’s bakeries and the cost
of the sold products faster than any human. Later, modernized
versions of LEO were commissioned and used by Ford Motor
Co, Kodak and other industrial giants. This was the first wave of
the digital revolution that replaced human teams with systems
capable of first simple and later more complex computations.

The second stage of the digital revolution is associated
with the development of the new Industry 4.0 paradigm. This
was clearly articulated at the 2016 World Economic Forum in
Davos by its Executive Chairman Klaus Schwab in his report on
the new industrial revolution [2]. Schwab described the Fourth
Industrial Revolution as a synergy of technologies that blur
the lines between physical, digital and biological dimensions.
Advances in digital technologies, genetics, artificial intelligence,
robotics, nanotechnologies, 3D printing, and biotechnologies
are mutually amplifying. Special attention is being paid to
«end-to-end» digital technologies that serve as a basis for
technological convergence. According to Schwab, digitalization
of all sectors of life and the advent of the second digital revolution
have paved the way for a revolution of unprecedented scope.
Smart systems (homes, factories, farms, networks, cities) will
change the way we can tackle a wide range of problems, from
managing a chain of supplies to dealing with climate change.
The more profound is the change, the greatest opportunities it
opens; the main challenges that require preventive adaptation
measures from corporations, governments and individuals are
associated with consumption, production and employment.
Parallel to the technological revolution are other mutually
reinforcing, multidirectional, interacting socioeconomic,
geopoalitical and demographic drivers of change.

In July 2017, the Committee for Strategic Development and
Priority Projects approved the Digital Economy of the Russian
Federation state program. President of Russia, Vladimir Putin,
emphasized that digital economy would create novel models of
business, trade, logistics and production, change the formats of
education, public healthcare, management, and communication
between people and thus set a new paradigm of development
for the state, economy and society. Seeking to speed up the
introduction of digital technologies into economy and social
sectors and guided by the Executive Order 204 on the National
Development Goals and Strategic Objectives of the Russian
Federation through 2024, dated May 7, 2018, and Order 474
on the National Development Goals of the Russian Federation
through 2030, dated July 21, 2020, the Russian Government
formulated a national program Digital Economy of the Russian
Federation, which was approved by the Presidential Council for
Strategic Development and National Projects on June 4, 2019
(Protocol No.7) [3].

What is digital economy?

In 1995, the American computer scientist Nicholas
Negroponte (Massachusetts Institute of Technology) coined the
term “digital economy” to describe a shift from atoms to bits,
opposing virtual reality (weightless bits) to actual raw materials
that have weight and need to be transported [4]. Today, digital
economy is understood as an element of economic relations
mediated by the Internet, mobile networks and information and
communication technologies (ICT). Its development is essential
for the establishment of the cluster of basic technologies that
form the emerging sixth technological paradigm. This cluster will
transform almost every sphere of human activity, be it economic,
social, politic, cultural, etc. The new technological paradigm is
associated with the Fourth industrial revolution. In the first decade
of its existence, which began in 1994, digital economy was largely
based on e-commerce; now it spans the IT and financial sectors,
education, public healthcare, state services, and so on.

The 2016 Digital dividends report issued by the World Bank
described the global state of digital economy. Since then, the
term “digital economy” has been eagerly used by politicians,
entrepreneurs and journalists all over the world. However, it
has not been clearly defined yet, even by the World Bank [5].

According to the broad definition proposed by Ivanov V,
Doctor of Economic Sciences and the corresponding member
of the Russian Academy of Sciences, digital economy is a virtual
environment supplementing reality. Prof. Meshcheryakov R (RAS)
suggests there are two approaches to defining digital economy.
According to the first (classical) approach, digital economy is an
economy based on digital technologies and should be viewed
as comprising exclusively the field of electronic products and
services, such as telemedicine, distance learning and selling
media content (films, TV programs, books, etc.) In the second
approach, the definition is broadened to include production
aided by digital technologies. Some experts think that this
definition should also span the supply chains of products and
services associated with the use of digital technologies, such as
the Internet of things, Industry 4.0, smart factories, G5 mobile
networks, engineering services, prototyping, etc. Professor
Engovatova A. defines digital economy as an economy based on
the novel methods of data generation, processing, storage and
transmission, as well as on digital computer technologies [6].

The Digital economy in the Russian Federation state
program defines digital economy as a management model
involving the maximum use of computer technologies that can
take the life of a person, relations of production, the structure
of economy, and education to a totally new level [7].

In the modern world, where information is a fundamental
resource, the amount of data generated every day is increasing
at an exponential rate. This information revolution is being
driven by the strategy of development centered around the
individual and their changing needs.

Indeed, the strategy of digital economy in Russia is
applied to public healthcare, too. New terms are emerging in
the literature, including digital healthcare, a digital platform,
digital medical care, digital medical services, a digital medicine
ecosystem, and digital medical services infrastructure [8].

According to the experts of the Medtech portal [9], digital
medicine contains the following elements:

— electronic document flow between the doctor, patient

and medical organization;

— integration of digital diagnostic tools;

— a patient flow management system;

— an emergency care management system;

— use of telemedicine technologies;

— digital platforms for virtual health consultations between
the doctor and the patient;

— remote patient monitoring using personal medical
devices;

— use of mathematical methods for data processing,
including Al and methods for processing large data
arrays;

— development of information systems for medical
diagnostics based on Al and large data arrays;

— development of decision support systems as auxiliary
modules of medical information systems in the Internet
of things, etc.

According to the WHO Regional Office for Europe, “digital
health is a broad category encompassing electronic health,
mobile health, telehealth and health data, among others.
It offers solutions that can strengthen health systems, such
as bringing health services directly to people’s homes and
to underserved communities, helping to map outbreaks of
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disease, and integrating digital tools that make health care

more responsive and productive” [10].

At the global level, digitalization of healthcare aims to find
solutions to such pressing issues as quality and availability of
medical care across vast geographical territories, in remote
areas and for low-income populations. Here, systemic digital
technologies play an important role.

The large-scale implementation of information technologies
in medicine and the pharmaceutical industry was triggered by
the approval of the Resolution on eHealth at the 58" World
Health Assembly in 2005 [11]. Since then, the problems of
digitalization and its ethical aspects have been discussed in
medical communities and at international conferences, including
those arranged by the International Society for Clinical Bioethics.

The WHO Symposium on the Future of Digital Health
Systems in the European Region held in Denmark in 2019
was attended by 360 experts from 50 countries. Following
the discussion on healthcare digitalization, its aspects and
development strategies, 3 key conclusions were formulated:
“1. Digitalization is challenging our understanding of how and

where healthcare can be delivered and is driving a transition

to predictive and preventive models of care.

2. Digitalization of health systems is not simply a notion of
continuing what we are doing now more rapidly and more
efficiently but:

— puts the individual at the center of their own health and

well-being;

— addresses how the rights and consent of the individual

can be respected and acted on; and

— harnessing the value of data for health.

3. Digital health is centrally important to achieving universal
health coverage with more efficient and effective modes
of providing quality and equitable access to health for all.
However, innovating towards a safe future enabled by
digital health requires specifically linking investing for digital
health with achieving public health objectives” [12].

At the international level, the HIMSS Analytics models and
services have long been used to optimize healthcare. They
formalize the process of exploiting information technologies
to improve patient safety by creating tools for elaborating
strategies for healthcare digitalization [13].

In Russia, the primary facilitator of healthcare digitalization
(more specifically, digitalization of the internal workflow of
medical organizations) is the Unified National Health Information
System (abbreviated as EGISZ) [14]. A good example of
successful digitalization is the Public Services Portal (Gosuslugi),
which offers information and access to public services provided
by the state and municipalities; using this portal, a patient can
book an appointment with a doctor [15]. Another example is
popular regional medical information services [16] and digital
professional communities [17].

Digitalization of healthcare has revived an interest in ethical
dilemmas, which determine the avenues of development for
end-to-end technologies in healthcare, including vast data
arrays, Al, automation, and robotics. Among such ethical issues
are patient rights, responsibility of healthcare professionals,
data processing and equality in healthcare.

A study [18] has identified 8 major problems related to
digitalization:

1) big data (digital doppelgangers and falsifications);
transformation of the doctor-patient relationship;
digital literacy of patients;
responsibility in complex systems;
changes to medical specialties;
increasing costs and risk of overtreatment;

2RO NS
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7) digital footprint;

8) role of clinical data in treatment and their protection.

Obviously, the implementation of such technologies has
significantly transformed medical diagnostics, the system
of prevention and treatment, and the relationship between
the doctor and the patient. At the same time, the use of big
data for Al training can result in manipulation, discrimination
and human rights violation. However, by trying to constrain
healthcare digitalization, we are slowing the progress in the
field of medicine and diminishing the competitive ability of the
Russian healthcare system.

So far, taking a history from a patient has been the gold
standard in medicine. But only due to digitalization the amount
of patient data increased dramatically and new opportunities
opened for its storing, collecting and processing. Obviously,
data related to a person’s health and physical condition can be
collected in different ways and may not always be associated
with delivering medical care. The following data sources can
be used in medicine:

— electronic medical records;

— mobile applications for healthcare (databases);

— sensors and monitoring devices;

— data generated by laboratory tests and radiography;

— data on past vaccinations and results of PCR tests

available from Gosuslugi;

— data obtained in the course of clinical trials involving

groups of patients;

— information about medications and other medical

products purchased by patients;

— data from social media, search results, etc. [19]

According to experts, in order to effectively use Al for the
prevention and treatment of diseases, more data is needed, both
medical and social. This brings up an ethical issue of personal
data protection, because strictly speaking this data is not medical.

Such data is available from different platforms and
storage systems that are not always compatible with each
other. Compatibility of storage systems, data verification,
standardization and unification, as well as elaboration of
ethical guidelines regulating their use, are needed to use such
information for healthcare purposes.

The general principles of bioethics related to personal
autonomy, confidentiality, the risk-benefit ratio, equality and
healthcare availability play a special role in developing ethical
guidelines for digital healthcare [20]. These principles have been
most exhaustively documented in the Universal Declaration on
Bioethics and Human Rights (UNESCO, 2005) [21].

Another great concermn associated with the use of information
technologies is their impact on human behavior and attitude to
health. Digital technologies have come forward as a gauge of ethical
behavior during a public health emergency, such as the current
COVID-19 pandemic. With regard to human rights protection,
which was high on the agenda during the pandemic, this problem
necessitated development of new approaches to prevent the
abuse of ethical principles. For example, the UK’s Nuffield Council
on Bioethics, the leading research center of bioethics, convenes
a small group, should circumstances arise, to develop a separate
“ethical compass” for each life-or-death situation [22].

The Russian state policy for countering epidemics restricts
civil rights and freedoms listed in Chapter 2 of the Constitution
and recognized as the supreme value [23]. Such violation of
constitutional rights is justified by public safety. However,
restrictions should not extend beyond necessity, result in
the termination of international obligations of the state or be
associated with discrimination of any sort. The pandemic raised
the need for control over the daily lives of citizens, who had to
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give up some of their freedoms for the sake of public health.
Following WHO’s recommendations, many countries mandated
testing for COVID-19, lockdowns, social distancing and other
measures limiting physical interaction between individuals. That is
when the unexpected controlling function of digital technologies
came to light. This incited fear that digital technologies could
be used as a coercion tool even after the current restrictions
are lifted because digital technologies proved to be effective
in controlling the safety of gatherings in public places, and this
experience could be later applied to other activities. Opponents
of strict measures disseminate false or misleading information
and fake news via the Internet, which exacerbates the problem.
This phenomenon became known as an infodemic, i. e. the
fast spread of excessive information about the pandemic,
often distorted or unreliable, through mass media and social
networking services. The Internet itself is not the root of the
problem, but through it rumors and fake news spread much
faster and farther than ever before. At the same time, the Internet
is an effective tool that governments, healthcare agencies and
scientists should exploit to communicate important information
to the general public. The Web Foundation has published a
Covid Policy Brief containing guidelines for governments,
companies and individuals on spreading accurate information,
free exchange of opinions and knowledge sharing [24]. Based
on the international standards in the field of human rights, these
guidelines underscore the need for a thoroughly elaborated
approach to balancing health protection, public safety, the
freedom of expression and privacy [25]. Standardization of
ethical practices in spreading information through different
media sources could improve the situation.

Importantly, compliance with ethics is expected not only
from healthcare professionals but also from the developers
of software that utilizes Al, operators or other persons who
gain access to personal data by virtue of their occupation; this
involves the issues of patient confidentiality, the right for privacy
and personal data protection [23, 26, 27].

Defining ethics and deciding on what ethical guidelines
to follow may be a challenge for those involved in designing,
developing and implementing digital technologies for healthcare.
There are various guidelines and restrictions aimed at regulating
the impact of digital technologies on society. Software engineers
who develop products for healthcare should follow the code of
engineering and software ethics that apply to their work. In turn,
development and implementation of digital technologies and
applications for healthcare will determine what ethics is and what
ethical principles should be adhered to. Thus, there is a need for
creating the codes of ethics and professional conduct for new
specialties that would combine ethical requirements for software,
elements of engineering ethics and standards of medical ethics.

There is a plethora of foreign literature on various aspects
of digital medicine. For example, a systematic review has been
conducted to analyze the impact of using digital tools on the
informed consent procedure in clinical research and practice. The
researchers searched Pubmed, EMBASE and Cochrane electronic
databases. Studies were identified using MeSH terms and
keywords. The review included studies published from January
2012 to October 2020 and focusing on the use of digital informed
consent tools for clinical research or medical interventions. Digital
interventions were defined as interventions involving the use of
multimedia or audio and video to provide information to patients.
Those digital interventions were broken down in 3 categories:
video, non-interactive multimedia and interactive multimedia.
The literature search returned 19, 579 publications. After their
titles and abstracts were screened for relevance, there were
100 publications selected for full-text analysis; of them 73 were

included in the review. The included publications focused on
interactive multimedia (29/73), non-interactive multimedia (13/73)
and video (31/73); the majority of the studies had been performed
on adults (34/38). Innovations in informed consent had been tested
for clinical/surgical procedures (26/38) and clinical trials (12/38).
For informed consent, 21 outcomes were analyzed; a positive
effect on at least one of the studied outcomes was reported
in 8/12 studies. For clinical/surgical procedures, 49 outcomes
were analyzed; a positive effect on at least one of the studied
outcomes was reported in 21 of 26 publications. The authors
of the review concluded that the use of digital technologies for
informed consent had not produced a negative effect on any of
the outcomes, and multimedia tools were regarded as desirable.
The effect of multimedia tools was more pronounced than that of
videos. At the same time, the studies included in the review were
heterogenous in design, which compounded the assessment. So,
a robust design and standardization would be needed to perform
further assessment [28].

Some foreign authors indicate that digital health products
hold great promise for improving the quality of medical
measurements, diagnostics and treatment. While many fields
have embraced the digital revolution, public healthcare is yet
to experience improvements, better access and economic
effectiveness. Public healthcare lags behind other sectors partly
because of the legislation, which usually slows the process
as healthcare agencies are very cautious about the adverse
consequences of digitalization [29].

Outside Russia, digital health studies are becoming
increasingly widespread, partly due to the emergence of new
concepts like “digital clinical trial” which involves the use of
digital technologies for making the trial more accessible for
the participants, promoting their involvement, improving the
accuracy of measurements, ensuring blind randomization, etc.
Digital technologies have a potential for transforming clinical
trials and reducing their costs [30].

Summing up, in the modern world of progressive
digitalization of healthcare and social services, the primary
vulnerable spots in terms of ethics are data confidentiality,
safety, equality, availability and protection.

Healthcare professionals are not the only ones affected
by the implementation of digital technologies in medicine
and healthcare. More people not bound by the code of
medical ethics or legal medical obligations, including software
developers, public servants, social and law enforcement
workers, are gaining access to health data. This raises the need
for creating the codes of professional conduct and updating
legislation in the fields other than medical.

It is necessary to further refine the terms digital healthcare,
digital medicine, digital medical services, digital clinical trial,
etc. associated with the implementation of digital technologies
because they are not clearly defined in the legislation, which
makes the regulation of digital healthcare difficult.

Development of effective digital healthcare tools is an intense
and complex process requiring interdisciplinary effort from a
wide range of specialists, from engineers and ethics experts to
tax payers and suppliers. Many problems are exacerbated by
the interdisciplinary nature of digital healthcare. The progress
of digital medicine slows down when the participants involved
speak different languages and have different standards,
experience and expectations.

Ethical standards for digitalization in healthcare should not
be prohibitory. Instead, they should seek to regulate the sector
and offer opportunities for development and implementation
of end-to-end technologies, aiming to improve the quality of
people’s lives.
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