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CLASSIFICATION OF RISKS OF USING ARTIFICIAL INTELLIGENCE SYSTEMS IN THE FIELD
OF MENTAL HEALTH

Semenova NV =, Martynyuk KL
Bekhterev National Medical Research Center of Psychiatry and Neurology, Saint Petersburg, Russia

The use of artificial intelligence systems (AIS) in healthcare is one of the promising solutions for improving access of citizens to modern medical technologies to
prevent mental health disorders, stress-associated and psychosomatic diseases, to ensure early diagnosis and correction of mental disorders and their risk factors.
However, an urgent problem is assessment of the risks of implementing AIS in the field of mental health and possibilities of managing such risks depending on
various factors affecting clinical outcomes, as well as ethical aspects related to provision of this type of AlS-based medical care. The proposed risk classification
system for the use of AIS in the field of mental health will expand the possibilities of introducing medical AlS into clinical practice while maintaining a high level of
control over the risks of mental health disorders.
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KJTACCUDPUKALIA PUCKOB NPUMEHEHUA CUCTEM NUCKYCCTBEHHOIO MHTEJIJIEKTA B CO®EPE
NMCUXMNYECKOI'O 340POBbA

H. B. Cemerosa &4, K. J1. MapTbiHioK
HavLmoHanbHbIN MeAVLIMHCKWI UCCNEO0BaTeNbCKUN LIBHTP NevxmaTpum v Hesposiorimn nvern B. M. Bextepesa, CaHkT-lNetepbypr, Poccuisi

[MprMeHeHne CUCTEM Ha OCHOBE MCKYCCTBEHHOTO nHTennekTa (C) B 3gpaBooxpaHeH SBASETCS OAHVM 13 NMEPCNEKTVBHbIX PELLEHWUI AN YAyHLLEHNS OOCTyna
rpaXkaaH K COBPeMEHHbBIM MEAVLIMHCKIM TEXHOMOMMSIM MPOMUNaKTVIKV HapyLLEHWI MCUXNHECKOrO 3A0P0BbS, CTPECC-aCCOLMMPOBAHHBIX 1 MCUXOCOMATUHECKIMX
3ab0neBaHNi, PaHHEN ANArHOCTUKN 1 KOPPEKLIMM MCUXMHECKIMX HapyLLEHUI 1 (hakTOPOB prUcka x passutis. OfHako akTyanbHOM NpobneMon SBASeTCS oLeHKa
puickoB BHeapeHust CUIN B cdepe NCUxmn4eckoro 3nopoBbs ¥ BO3MOXHOCTY YNPaBeHNs TaKMM PUCKaMM B 3aBYCUMOCTU OT PasnvyHbIX (hakTOpPOB, BIMSIFOLLIMX
Ha KIMHWYECKVe UCXOMpl, @ TakKe 3TUHECKME acrekTbl, CBA3aHHble C OKa3aHneM 3TOro BuAa MeAMUMHCKON nomoLum ¢ npumereHnem CUN. MpepnoxerHas
cuctema knaccudukaumn prucko npumerHeHns CUV B cchepe ncrxmyeckoro 300poBbst MO3BOUT PaCLUMPUTL BOSMOXHOCTU BHEOPEHWS MeanumHekinx CUV
B KJIMHWNYECKYIO MPaKTUKY MPU COXPaHEHNM BbICOKOrO YPOBHSI KOHTPOJSISH PUCKOB HapyLLEHMS MCUXMYECKOrO 300P0BbS.
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O6LLECTBEHHOTO 300P0Bbs MMeHn H. A. Cemaluko», npeacenarento HezaBncnmMoro MexXaNCLMNIMHAPHOIO KOMUTETA MO STUHECKOW SKCMEPTU3E KIMHUHECKX
1ccnepoBaHuin, npeacenatento MexxBy30BCKOrO KoMmTeTa No 3Tnke EneHe AnekceeBHe BonbCkon 3a nogaepKKy Maen cTaTbh 1 KOHCYAsTaLUmm No BONpocam
ITVIKW.
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High demand for medical, psychological and psychotherapeutic ~ advanced medical technologies for prevention of mental health
care among citizens, especially those living in metropolitan cities  disorders, stress-associated and psychosomatic diseases, and
[1], which is accompanied by insufficient appealability of these  non-pharmacological intervention in mental disorders.

types of medical aid in public health institutions due to persistent Late treatment leads to late care for a patient, usually with
public stigma, contributes to stable inequality in access to  more pronounced disorders, increasing the requirements for
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volume, complexity and cost of interventions with less potential
for functioning restoration and quality of prognosis. It ultimately
results in professional burnout of qualified personnel with
increased disability and decreased productivity, deterioration
of health and a general decrease in life quality of employees.
Meanwhile, mental disorders (MD) have been the leading
factor in the global burden of diseases for more than 20 years
regarding the number of years of life with disability [2, 3] and
maintaining a high burden on social funds.

The use of artificial intelligence systems (AlS) is one of the
promising solutions for improving access of citizens to modern
medical technologies for prevention of mental health disorders,
stress-associated and psychosomatic diseases, early diagnosis
and correction of mental disorders and risk factors for their
development, as well as expanding the possibilities of
psychotherapeutic interventions in case of mental disorders
when medical, psychological and psychotherapeutic types
of care are limitedly available due to the continuing shortage
of appropriate specialized personnel. The first experience
of its application is being actively discussed in scientific
literature [4-12].

In recent years, researchers were optimistic about Al
capabilities, as Al models are increasingly able to simulate
a real interaction with humans. This can contribute not
only to treatment delivery, but also to treatment adherence
as compared to other forms of e-health. For example,
conversational Al-based apps have proven their effectiveness
in reducing symptoms of depression and anxiety, preventing
stress, general distress, and negative affects, and improving
well-being [4, 8, 13]. Meanwhile, an uncontrolled growth in
the number of Al applications and difficulties in tracking the
empirical results of using AIS are considered as significant
negative factors [10-12].

The most discussed areas of Al application in the field of
mental health include as follows:

— Supporting decisions taken during diagnosis of mental

disorders and choosing the treatment strategy;

— The function of a “supervisor” and a “medical assistant”
increasing commitment of people to preventive,
diagnostic and therapeutic measures;

—  Dynamic monitoring of the condition of patients suffering
from mental disorders;

— Predicting the risk of mental disorder exacerbation;

— Non-drug control of symptoms of mental disorder using
an “Al therapist”;

— Correction of emotional problems using Al models and
methods of psychotherapy and psychocorrection;

— Prevention of emotional disorders, involving the use of
Al, aimed at development of emotional intelligence and
stress tolerance.

Taking into consideration high vulnerability of the citizens
when they turn to specialists in mental health, limited practical
use of technical devices in the clinical process by mental
health professionals, and the emerging regulation of access of
Al-based medical devices to circulation (according to Decree
of the Government of the Russian Federation dated December
27,2012 No. 1416 (as amended on November 24, 2020), and
the fact that the Al-based MD belong to the 3rd (maximum)
risk class) [14], it seems relevant to consider the risks of
implementing AlS in the field of mental health and possibilities
of managing such risks depending on various factors affecting
clinical outcomes, as well as ethical aspects related to provision
of this type of medical care using AlS.

The experience of medical use of AIS described in
publications [2—-18] helps us identify common sources of risks:
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those related to the technological features of development
and operation of Al models and systems based on them;
specific for use in the relevant clinical field; ethical and social
aspects covering the basic principles of civil rights and
freedom, fairness, confidentiality, security and transparency
[15-18]. Meanwhile, the latter go through the entire MD life
cycle: “The manufacturer must establish, document and
maintain a continuous process of MD-associated identifying
hazards, identifying and evaluating associated risks, managing
these risks and monitoring such management throughout
the MD life cycle (starting from design, including scientific
research, and to decommissioning according to A.2.1
Scope of application) in accordance with the requirements
of GOST ISO 14971” [2]. Manufacturers of medical AlS have
even stricter obligations if they are guided by the Code of
Ethics of Artificial Intelligence in National Healthcare [15]:
“AlS developers must adhere to the ethical obligations and
values followed by medical personnel in their actions towards
patients in clinical practice, including the Code of Professional
Ethics of a Doctor of the Russian Federation.” (Article 3 of
the draft Code), which seems justified taking into account
the specifics of AIS development and the inherent limitations
of the ability to control individual risks during the operation
of such systems in real clinical practice, especially when it is
independently used by the patient.

Generalized sources of Al risks are given in PNS 840-2023
“Artificial Intelligence. An overview of ethical and social aspects”
[17]. They include as follows:

— unauthorized means or methods of collecting,

processing, or disclosing personal data;

— obtaining and wusing biased, inaccurate or
unrepresentative data for AIS training;

— non-transparent machine learning (ML) decision-making
or insufficient documentation, commonly referred to as
lack of explainability;

— lack of tracking capability (iterative inaccuracy of Al
models, working in an open contextual environment
with unforeseen events and conditions);

— insufficient understanding of technology social impact
after its introduction.

Specific sources of risks of using AIS in the field of mental

health are as follows:

— Limited application of non-harm principle in case of
incomplete fault tolerance, insufficient accuracy of
operation or effectiveness of models for real clinical
practice, or unpredictability of AIS when working under
borderline conditions;

— Lack of transparency regarding the nature of the
services provided by AIS and its representation as an
assistant that uses therapeutic methods;

— Lack of control over the reviews and recommendations
that users receive from offline AIS based on generative
models;

— Limited understanding of clinical process components
implemented by AIS, which form the basis for
psychotherapeutic intervention effectiveness;

— AIS influence on autonomy and free will: formation
of AlS-dependent response/behavior of patients
due to over-accessibility, developing attachment
(anthropomorphization) or excessive trust in AIS and
loss of contact quality with a specialist, or development
of anxiety, stress, and hypochondria due to AlS constant
and frequent use;

— Increased resilience of the stigma associated with
mental health disorders due to encouraging users to
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AlS-based level of decisions

Clinical condition associated
with potential consequences:

¢ Danger to the life and health of the patient
or immediate environment

e Social restrictions or limitations of the patient's
functioning or lasting effects of maladaptation
in the immediate environment

* Progressing severity of disorders or decreased
functioning unwu or persistent consequences
of maladaptation in the patient

Fig. Classification of risks of using AIS in the field of mental health

use AIS or in the face of actual lack of alternatives,
and expanding the possibilities of risky self-treatment
when the system response is interpreted in an
incorrect way.

Thus, to model the risks of using AIS specific to the field of
mental health, it is necessary to determine the semantic space
in the following areas: the goals of using AIS, continuum of
relevant clinical conditions and outcomes, safety of software
packages, and ethical certainty.

Currently, when technologies in the field of mental health
are being developed, AIS are applicable for the following
purposes (based on GOST R 59525-2021 Health informatics.
Intelligent methods of medical data processing. Main
provisions” [19-20]):

— to diagnose, prevent, observe, treat or relieve disorders;
to support the vital activity (if the patient’s autonomy is
included into the term as well);
functioning of medical decision support systems;
predicting the appearance and/or development of
diseases based on genetic data.

Meanwhile, the last point in the field of mental health
can also be interpreted based on bio-psycho-social factors.
Thus, the main patterns of reaction/behavior, as a rule, are
unknowingly borrowed by the child from his family and form
a characteristic pattern, which further becomes a part of the
child’s personality, and can no less affect resistance to stress
and likelihood of developing stress-related diseases.

Consequently, the use of AIS is justified in accordance
with the principles of evidence-based medicine. It is limited
to conditions ranging from subclinical disorders recognized
by diagnostic methods validated for the Russian population
to threats to life and health of the patient or people around
the patient (the latter is relevant for a number of chronic and
long-term mental disorders with severe persistent or frequently
aggravated painful manifestations).

Taking into account the principle of classification of the
software (including AIS) used while providing medical care, in
terms of safety, a class is assigned according to the risk of harm
to the patient, user or other persons, based on a dangerous
situation to which the program system (PS) can contribute in
the worst-case scenario [2]:

— Class A: PS can contribute to a dangerous situation

that does not lead to an unacceptable risk;

¢ Diagnosis/treatment
i (including clinical
i prognostic analytics)

¢ Clinical management
i (including organizational
i prognostic analytics)

¢ Data of patient monitoring
i and medical records

— Class B: PS can contribute to a dangerous situation
that leads to an unacceptable risk, and the resulting
possible harm is not a serious injury;

— Class C: PS can contribute to a dangerous situation
that leads to an unacceptable risk, and as a result,
possible harm can include death or serious injury.

[t should be clarified that in case of mental health
disorders, the concept of an unacceptable risk that does
not result in a serious injury or death is most consistent with
consequences in the form of social restrictions or limited
functioning of patients, as well as the persistent consequences
of maladaptation associated with close interaction with such
a patient in the immediate environment (cohabiting relatives,
especially minors in the process of personality formation, and
persons who have been informal caregivers for a long time).
The boundary condition for gradation within the acceptable risk
range should include progression of the severity of disorders
or stable consequences of maladaptation in the patient, since
management of such risks is fully available within the framework
of a high-quality clinical process (adherence to treatment,
therapeutic alliance, compliance with clinical recommendations,
scientifically based innovative methods of intervention).

To expand the possibilities of Al implementation in
supporting and auxiliary processes, it is advisable to take into
account the importance of information for making medical
decisions, which is processed by AlS, and to varying degrees
may affect the level of clinical risks [18] in the range of:

— data (including AIS interpreted data) for diagnosis or

treatment (including clinical predictive analytics);

— data for clinical management (including organizational
predictive analytics);

— data of patient monitoring and medical records (including
those entered into AIS by the patient or caregiver).

It is acceptable to reduce the risk for each step of the above
gradation of information significance, as this corresponds to
a reduction in the impact of data on clinical decisions, due to
the possibility of maximum control of individual risks within the
framework of a qualitative clinical process.

Thus, it is possible to propose the following gradation of
the risk of using AIS in the field of mental health n the form of
a 2-dimensional matrix (Fig.):

A) regarding safety (clinical condition associated with potential
consequences):
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— Risk category IV — danger to the life and health of the
patient or immediate environment;

— Risk category Ill — social restrictions or limitations of the
patient’s functioning or lasting effects of maladaptation
in the immediate environment;

— Risk category Il is the progressing severity of disorders
or persistent consequences of maladaptation in the
patient;

B) regarding the process significance (the level of decisions
based on the AIS provided information):

— Risk category N — diagnosis or treatment (including
clinical predictive analytics);

— Risk category N-1 — clinical management (including
organizational predictive analytics);

— Risk category N-2 > 1 — data of patient monitoring and
medical records.
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