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THE FUTURE OF THE DIGITAL BODY: POSSIBILITIES AND CHALLENGES
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Pirogov Russian National Research Medical University, Moscow, Russia

The presented study delves into the concept of the digital body within the context of modern technologies and their impact on the society, culture and
personality. A digital body is defined as a representation of a physical body in virtual reality, augmented reality, and on other digital platforms. The article
reviews opportunities for health support, self-expression, expansion of human experience, and social connections in the digital space provided by digital
bodies. The authors also explore numerous challenges faced by the society when digital bodies are introduced. These include data safety, ethical dilemmas
related to identity and privacy, as well as implications for mental health and social structure. The article makes predictions about the future of digital bodies
stressing that an interdisciplinary approach is required to solve the arising issues. The aim of the analysis is to attract attention to the complex dynamic
relationship between technology innovation and human experience, as well as to shape awareness about how digital bodies can transform our society within
the next ten years.
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Poccuiickunii HaumoHanbHbIN CCNeaoBaTeNbCKU MeaNUMHCKNI yHBepcuTeT M. H. V1. Muporosa, Mocksa, Poccus

MpencTaBneHHoe NccnefoBaHve NoCBALLIEHO aHanmady KOHLEeNumn LmdpoBoro Tefla B KOHTEKCTE COBPEMEHHBIX TEXHOMOM 1 X BAUSIHASA Ha OBLLECTBO,
KySIbTYpY M In4HOCTL. LindpoBoe Teno onpenensieTcst Kak BUpTyasbHbI aHanor rsnyeckoro Tena, KoTopbli MOXXHO CO3aaTh U pasBMBaTh B BUPTyaslbHOM
peanbHOCTW, [OMOMHEHHOM PeanibHOCTU U C MOMOLLBIO APYrMX UMMPOoBbIX MiaTthopM. B cTtaTbe paccMaTprBaroTCs MOTeHUMabHbIE BO3MOXXHOCTY,
KOTOpbIE NPEefOCTaBAAET LMGPOBOE TENO, Takne Kak yay4ylleHne 340P0Bbs, BOSMOXHOCTM CaMOBbLIPAXEHWSI, pacLlUMpeHne rpaHuL, 4enoBevecKoro onbita
1 pa3BUTME HOBbIX (DOPM B3aVMOAENCTBIS B LIMGPOBOM NpocTpaHcTBe. OfHaKo Hapsiay C 9TUM aBTOpbl Takke 06palliatoT BHYMaHWe Ha MHOMOYUCIEHHbIe
BbI30BbI, CTOSILLIME Mepef 06LIEeCTBOM B CBS3V C BHEAPEHMEM LMGPOBLIX Tesl. K YnCily TakoBbIX OTHOCSTCS BOMPOCHI 6e30MacHOCTY AaHHbIX, 3TUYECKMe
[UNEMMbI, CBA3AHHbIE C WAEHTUYHOCTBLIO M MPUBATHOCTLIO, @ TakXKe MOCMAeACTBUS AN NCUXMHYECKOro 3[0PO0Bbst M COUMAnbHON CTPYKTYpbl. CTaTbs
COAEPXUT NPOrHO3bl OTHOCKTENBHO ByayLIEro LMMPOBLIX Te, NoAYepKnBas HEOGXOOAMMOCTb MEXAMCUMUMIMHAPHOMO NMOAXOAa K PELLEHNIO BOSHUKAIOLLMX
npo6nem. MNMpoBeaeHHbI aHanma HanpasieH Ha NPYBEYEHNE BHUMAHUS K CIIOXKHON AVHAMUKE MEX[Y TEXHONOMMHYECKMM MHHOBALMSIMUA 1 YENI0BEHECKM
OMbITOM, a Takxe Ha (HOPMUPOBaHNE OCO3HaHWA O TOM, KakvM 06pasoM UMpoBble Tena MoryT TpaHchopMMpoBaTh Halle o6LLecTBO B Gavkaiiuve
LecsaTuneTus.
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An introduction to the concept of the digital body is an
important step that helps to understand how a human being
interacts with technology in the modern world. A digital
body can be defined as a representation of a physical body
in a virtual environment, including anonymous and public
data created and controlled using the technology [1,2].
It is an expression of personality that is formed through
various digital platforms such as social networks, online
services, and even devices that collect and analyze user
data [3,4]. The problem contributing to the research of the
digital body concept lies in the contradiction between the
rapid integration of digital technologies into everyday life
[5] and insufficient willingness of social, legal and technical
institutions [6] to ensure safety, privacy and integrity of
user’s identity [7] in the digital environment [8]. This problem
is connected to multiple interrelated challenges. Firstly,
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high volume of collected personal and biometric data,
their aggregation and analysis through machine learning
algorithms create risks of unauthorized access, leaks and
misuse of information, which undermines trust in digital
services. Secondly, blurred boundaries between virtual and
physical identity result in subjective and ethical dilemmas
such as transformation of self-awareness, possibility of
manipulating behavior through personalized content, and
difficulties in assigning legal responsibility for actions in
mixed realities. Thirdly, the active use of VR/AR and remote
digital platforms leads to social consequences such as risks
of social isolation, dependence on virtual environments
and decline of interpersonal skills, which negatively affects
mental and physical health of some users. Fourthly, technical
and infrastructural barriers such as insufficient availability
of high-speed Internet and modern devices [9], as well as
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disparate standards and regulatory approaches in different
jurisdictions make it difficult to implement technologies
evenly and safely [10]. When Al is used to manage the digital
body, additional challenges are faced such as the need to
ensure the transparency of algorithms [11], prevent bias,
and explain the decisions that affect the personal aspects
of people’s lives [12].

The research background includes achievements of
many authors and practitioners. In the 1990s and early
2000s, early works on online identity and avatars laid
the theoretical foundations for understanding the digital
self and the social effects of online self-expression [13].
Empirical studies on biometrics and health monitoring
[14] have demonstrated that the digital body potential for
preventive medicine and personalized care is high and
simultaneously showed data vulnerabilities and the need
for ethical standards [15,16].

Research in VR/AR and cybernetics has confirmed that
immersive technologies can transform user perception and
behavior [17], paving the way for pedagogical simulations
and virtual clinics [18]. Negative effects with uncontrolled
use have been recorded as well [19, 20]. Research in Al is
focused on creating adaptive interfaces and decision support
systems. At the same time, the number of publications
and standards offering mechanisms for ensuring privacy,
differential privacy, explainability of models and combating
algorithmic discrimination is increasing [21]. Finally,
interdisciplinary research on the social impact of digital
platforms has identified ways to reduce misinformation,
develop emotional intelligence, and improve digital literacy
as key elements of increasing society’s resilience to the
negative effects of digitalization. The most promising ways
to address these challenges include an integrated, multi-level
approach combining technological, regulatory, educational,
and social measures. Technical solutions involve introduction
of data protection and cybersecurity standards, use of default
privacy by design, data-level encryption, differential privacy
in analytics, and limited retention of sensitive information.
Development of transparent, explicable models, audit
algorithms, and bias control mechanisms is critical for Al.
Regulatory measures should include common principles
to regulate processing of personal and biometric data,
ensure international coordination of standards, and clear
responsibility of platforms for user safety and correct use
of data.

Educational and awareness-raising initiatives are focused
on improving digital literacy, critical thinking skills, and emotional
intelligence so that users can consciously manage their digital
bodies and respond sustainably to risks. Socio-psychological
interventions and support services are designed to detect
and mitigate addictions early, preserve interpersonal skills,
and support mental health of users. In addition, development
of inclusive infrastructure and reduction of the technical
gap should ensure equal access to safe technologies and
reduce the risks of marginalization of certain groups. The
purpose of the research is to comprehensively analyze the
nature of the digital body, its historical development, modern
manifestations and consequences of the integration of digital
and physical spheres of life, as well as to develop multilevel
recommendations and practices aimed at ensuring security,
privacy, ethics and social sustainability of digital identity of
users. It is assumed that achieving this goal will contribute to
the informed formation of policies, standards and educational
programs necessary for safe and inclusive development of the
digital society.

The hypothesis of the study is formulated as follows:
introduction of agreed technical standards for data
protection and algorithmic transparency, accompanying
these measures with adequate regulatory regulation and
extensive educational programs on digital literacy and
emotional intelligence turn the digital body management into
a safer and more controlled process, which will reduce the
risks of loss of privacy and manipulation, mitigating social
and mental negative effects of digitalization and improving
the quality of medical and educational services based on
digital data.

MATERIALS AND METHODS

This research is based on an interdisciplinary approach that
uses methods of theoretical analysis, systematic review and
conceptual understanding to study the digital body and
its interaction with modern technologies. The main goal
was a comprehensive review of historical development,
current manifestations, prospects of the digital body, related
challenges and opportunities in various spheres of human
activity.

A wide range of scientific sources, including
monographs, articles in peer-reviewed scientific journals,
conference materials, analytical reports and reviews from
leading research centers and organizations in the field of
information technology, sociology, philosophy, medicine,
and education were used as research materials. Special
attention was given to publications on digital identity, virtual
and augmented reality, artificial intelligence, ethical aspects
of digitalization, cybersecurity, and impact of technology on
social, cultural and professional processes. Literature was
searched and selected using leading scientific electronic
databases.

The following research methods were used:

— System analysis: to study the digital body as a complex
dynamic system combining physical, virtual and social
aspects of human existence.

— Historical and genetic method: to trace the evolution
of the digital body from early ideas of the virtual Self to
modern complex configurations that occurred due to
development of Internet technologies, social networks,
VR/AR and Al.

— Comparative analysis: to compare different approaches
to understanding and managing the digital body, and
identify common trends and specific features of its
manifestation in different fields (healthcare, education,
social interactions, work).

— Conceptual analysis: to detail key concepts such as
“digital body”, “virtual reality”, “augmented reality”,
“artificial intelligence”, “privacy”, “security”, and identify
the relationships between the concepts.

— Ethical reflection: to assess moral and ethical dilemmas
related to data privacy, cybersecurity, impact of
digitalization on identity and social connections, and
formulate recommendations on the responsible use of
technology.

— Predictive analysis: to assess the potential future
directions of the digital body and its impact on society,
based on identified technological trends and social
changes.

Thus, this study is a theoretical synthesis. Its aim is to
develop a holistic view of the digital body in the context of
a rapidly changing technological landscape and its impact on
humans and society.
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RESEARCH RESULTS

As a result of the research, the concept of the digital body
as a multi-layered phenomenon was clarified and specified.
The phenomenon included not only a set of digital footprints
and user profiles, but also a set of biometric data, behavioral
patterns, interactive avatars and adaptive interfaces formed
under the influence of artificial intelligence and sensory
technologies. Analysis of historical development has shown
that transformation of human digital presence has gone through
several stages: from simple text and graphic representations
in early online communities through personalized social
profiles to integrated ecosystems where user-related data are
continuously collected, processed and used to create dynamic
digital representations.

The paper identifies the key functional components of the
digital body such as identification (identity and reputation),
information and diagnosis (biometrics and health monitoring),
interaction (avatars, VR/AR interfaces) and adaptation along
with analytics (Al algorithms and personalization mechanisms).
It also demonstrates how they are interrelated and influence
each other. The study also showed that integration of VR
and AR enhances the multidimensionality of the digital body:
new forms of physicality and self-representation are created,
the boundaries between “real” and “virtual” are blurred, and
the experience of identity becomes context-dependent and
multiple. An empirical review of the digital body applications
in medicine has demonstrated a significant potential of
technologies for prevention and individualized treatment:
regular monitoring of biometrics and big data analytics
make it possible to identify risks in a timely manner, create
personalized health plans and improve the effectiveness of
clinical decisions.

In education, the results of the study confirmed
effectiveness of virtual clinics and simulation platforms
for development of clinical thinking and practical skKills;
VR/AR-based interactive techniques contribute to deep
learning of the material and increase the motivation of
students. Analysis of socio-cultural effects has shown the
dual nature of the digital body effect: on the one hand,
technology promotes the expansion of social ties, inclusion
and intercultural dialogue; on the other hand, the risks of
fragmentation of identity, increased anonymous aggression
and possible loss of lively social interaction qualities are
noted. The study of legal and technical barriers revealed
the main obstacles to the widespread adoption of digital
practices such as insufficient infrastructure and digital literacy
in individual regions, disparate regulatory approaches and
weak protection of user data. Thus, unified standards and
enhanced cybersecurity measures must be developed.

The results draw special attention to the impact of Al: it
is established that algorithmic personalization and predictive
analytics foster convenience and efficiency of digital
services, though generating new challenges in the field of
privacy, transparency of decision-making and responsibility
for automated conclusions. The study assessed the
impact of the digital body on the labor market and showed
that digitalization and remote work expand employment
opportunities and flexibility, but require new competencies
and constant retraining; successful professional adaptation
is associated with developed technical skills and soft
competencies.

The results confirm that the digital body is a dynamic and
multifaceted object integrating technological, social, ethical
and legal dimensions; it's safe and humanistic development
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requires interdisciplinary approaches, strengthening digital
literacy programs, introducing transparent regulatory
mechanisms and improving data protection standards, which
will maximize the benefits of technology while minimizing
associated risks.

DISCUSSION OF RESULTS

The conducted research, devoted to the concept of the digital
body, its historical development, relevance and multifaceted
aspects of its impact on modern society, allows us to
compare the findings with an extensive body of scientific
papers and practical observations. Our results demonstrate
that the definition of a digital body as a dynamic virtual
representation of a physical body, consisting of anonymous
and public data created and controlled by technology, is
fully consistent with modern approaches in digital humanities
and sociology of technologies. A number of authors also
emphasize that this concept is constantly evolving from
simple digital avatars to complex digital footprints, covering
a wide range of online activity and data collected by
Internet of Things devices [22]. The fact is emphasized as
advantageous in further movement of mankind towards
digitalization and virtualization of many aspects of public
life, especially in the field of information systems [23], legal
relations between various subjects of law [24], and their legal
regulation [25].

Our observations of how virtual reality (VR) and augmented
reality (AR) influence the perception of the environment and
being, in particular, the shift of the ontological status of
“essence” towards multiple realities, are reflected in works
analyzing the phenomenology of digital space. Researchers in
cyberpsychology and philosophy of technology also note that
immersive technologies blur the physical-virtual lines, reshaping
self-perception. The examples of VR and AR applications in
various fields, from education to entertainment, correlate with
the data presented in reports on innovative technologies,
where these tools are considered as key drivers of digital
transformation.

In healthcare, our conclusions about the growing role of
the digital body for medical monitoring, disease prevention,
and a personalized treatment approach based on the analysis
of big data and biometric information are supported by
numerous publications in HealthTech and medical information
systems [26]. These studies also point to the significant
potential of predictive analytics and machine learning in
improving healthcare efficiency, which fully coincides with our
conclusions.

Analysis of adaptation to user needs via personalized
settings and unique avatars reflects the main trends in the
field of human-computer interaction and user experience
design. Many works in this field focus on the psychology
of personalization, proving that it promotes deep user
engagement and formation of their digital identity, which was
found in our study as well.

In the context of education, our observations on the
introduction of virtual clinics and interactive teaching methods
in healthcare and other fields correspond to the trends
described in educational research and EdTech publications.
The concept of a safe and supportive learning environment
for clinical thinking and practical skills is widely supported by
leading educational institutions.

Our results regarding social aspects confirm the dual nature
of digital technologies: on the one hand, they expand social
ties, break down barriers, and foster virtual communities, which
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is essential for sociologists and communication specialists. On
the other hand, we, like many other researchers in the field
of cyberpsychology, note the risks associated with anonymity,
fueled online aggression, and potential social isolation. These
contradictions are being actively discussed by the scientific
community.

The issues of privacy, security of personal data and
ethical aspects of digital life identified in our study are
universal challenges discussed at the global level. Our
conclusions about the growing cyberthreats [27], difficult
self-awareness in virtual spaces, and the risk of dependence
on technology are consistent with the work of leading experts
in cybersecurity, law, and ethics of artificial intelligence [28,
29]. Similar studies emphasize the need for comprehensive
legal and technical solutions to protect the rights and
well-being of users [30].

Finally, the analysis of the impact Artificial Intelligence
(Al) produces on the digital body and transformation of the
labor market, including the rise in remote work and the
need for new competencies, also correlates with current
reports and forecasts on the future of work trends and Al
development. Our conclusions about the importance of soft
skills, technical skills, and continuous learning are commonly
discussed while training specialists for digital economy.
Cultural scientists and anthropologists who study the digital
transformation of the society confirm that Al influences
cultural and social standards as it was found out in our
study.

Thus, our research, which covers a wide range of issues
from how the digital body is defined to how it impacts work
and culture, not only confirms the existing scientific trends, but
also contributes to a deeper understanding of the complex
human-technology relationship. The general research vectors
indicate that the digital body is a central category to study
modern reality that requires an interdisciplinary approach
and constant reflection on the ethical, social and technical
implications of its development.

CONCLUSIONS

The study systematized the concept of the digital body
that shows how individuals represent themselves in digital
environments, including anonymous, public data, and
their collection and management tools (social networks,
loT, mobile applications, cloud services). The historical
prerequisites for the formation of the digital body (from the
early online profiles of the 1990s to modern platforms),
technological components (VR, AR, biometrics, Al),
application scenarios (healthcare, education, virtual
clinics, remote work, virtual offices) [31] and socio-cultural
consequences (changing communication norms, identity
issues, cultural integration) have been reviewed [32]. The
risks such as privacy, cybersecurity, loss of a sense of real
identity, social isolation, technical and regulatory barriers are
analyzed separately [33].

The goal has been successfully met in its entirety, as an
interdisciplinary image covering key components (technologies,
applications, risks and social effects) has been presented.

Recommendations for the development of the field and
directions for further research are as follows:

1. Focused empirical research. Use clear methodology to
research aspects of the digital body such as the impact
of prolonged use of VR/ AR on cognitive and emotional

performance; accuracy and reliability of biometric systems
under different conditions; the degree of leaks and privacy
risks in popular services.

2. Interdisciplinary projects. Make technical specialists,
social psychologists, lawyers and ethicists work as
a group in order to perform comprehensive assessment
of how technologies impact the individual and the
community.

3. Long-term longitudinal studies. To track changes in digital
identity and psycho-social effects over a long period of time
in order to identify cumulative effects and possible adaptive
mechanisms.

4. Development and testing of privacy standards and
protocols. Research to evaluate the effectiveness of
technical and organizational data protection mechanisms
(decryption, differential privacy, local data processing,
explicit consent management models).

5. Ethical and legal research. Analysis of current regulatory
practices, assessment of legislative gaps, and preparation
of recommendations on a responsible use of Al, VR/AR,
and biometrics.

6. Research on inclusivity and accessibility. Assess
technological barriers in different regions and for different
demographic groups; develop solutions to reduce digital
inequality.

7. Applied pilots in education and medicine. Implement and
evaluate pilot projects of virtual clinics and educational
programs measuring the effectiveness of training and safety
of patients/students.

Possible ways to use the results obtained in further
research and practice:

1. Designing secure digital platforms: developers can
use conclusions about the risks and needs of users to
create more private and manageable digital profiles and
avatars.

2. Medical applications: recommendations on the use of
biometrics and digital bodies to prevent and monitor
diseases can form the basis of remote monitoring protocols
and personalized medicine.

3. Educational technologies: the results confirm that virtual
clinics and AR/VR simulations are effective learning tools
that allow to assess competencies and feedback.

4. Policy and regulation: the collected systematization
will allow legislators and regulators to more precisely
formulate regulations regarding the storage and
processing of personal data, use of Al and protection
of user rights.

5. Social interventions: understanding how social isolation
and identity shifts impact people is the key to designing
effective digital literacy programs that boost mental health
and inclusion.

6. Personalization technologies: conclusions made about the
importance of adaptation and virtual avatars can be used to
create more ethical and user-oriented content and interface
personalization systems.

The study confirms that the digital body is a central and
multi-layered concept that helps to understand the modern
human-tech interaction [34]. Strictly planned empirical
research, interdisciplinary collaboration, and development
of regulatory and technical tools that guarantee security,
privacy, and inclusiveness of digital practices are required
to shift from conceptual understanding to practical
solutions [35].

MEOVLIMHCKAS STUKA | 4, 2025 | MEDET.RSMU.PRESS



ORIGINAL RESEARCH

References

10.

11.

12.

13.

14.

15.

Pertel OO. Digital Fashion Bodies: Posthuman Perspectives.
The Art and Science of Television. 2023; 19(3): 69-93. DOI:
10.30628/1994-9529-2023-19.3-69-93.

LaValle SM. Virtual Reality. University of lllinois. [S.l.;] Cambridge
University Press. 2017; 418 p. Available from URL: http://vr.cs.
uiuc.edu/vrbook.pdf (accessed: 30.03.2023).

Sutherland IE. The Ultimate Display. Proceedings of IFIP 65. 1965;2
Available from URL: http://worrydream.com/refs/Sutherland%20
-%20The%20Ultimate%20Display.pdf. (accessed: 30.03.2023).
Kunkel N, Soechtig S, Minimap J, et al. Tech Trends 2016:
Augmented and virtual reality go to work. [S..]; Deloitte University
Press. Deloitte University Press. 2016 Available from URL: https://
www?2.deloitte.com/content/dam/Deloitte/global/Documents/
Technology/gxtech-trends-2016-innovating-digital-era.pdf.
(accessed: 30.03.2023).

Caudell TP, Mizell DW. Augmented reality: an application of
heads-up display technology to manual manufacturing processes.
Proceedings of the Twenty-Fifth Hawaii International Conference
on System Sciences. 7-10 Jan. 1992. Available from URL: https://
ieeexplore.ieee.org/document/183317/ (accessed: 30.03.2023).
Lem S. The sum of technology. M. AST Publishing House. 2022;
800 c. Russian.

Kiryushin GF, Kozel NS, Eliseev VA, et al. Patent for utility model
No. 77740 U1 Russian Federation, MPK #04H 20/00. System
of digital closed mobile radio, television and radio broadcasting
based on COFDM: no. 2008122272/22: filed. 03.06.2008:
published on 27.10.2008: Applicant Public Joint Stock Company
Limited Liability “Institute of Computer Systems”. Institute Of
Computer Systems”. Russian.

Abeleva BA, Cherdymova El. Digital body as a tool of
self-presentation in social networks. Young researcher: challenges
and prospects: Collection of articles on the materials of CCCLVIII
international scientific-practical conference, Moscow, May 20;
2024. Moscow: Limited Liability Company “Internauka”, 2024;
569-571. Russian.

Shchedrina OM. Digital light as a medium of a new social
body. The visual image and its medium: cultural contexts and
interpretations. Visual image and its medium: cultural contexts
and interpretations. Moscow: Russian State University for the
Humanities. 2023; 181-201. Russian.

Vasilevich DG, Lopatin VN. Human body modification in the conditions
of the new digital reality. Information Law. Information Law. 2023;
78(4): 13-17. DOI: 10.55291/1999-480X-2023-4-13-17. Russian.
Damiano L, Dumouchel P. Anthropomorphism in human-robot
co-evolution. Frontiers in Psychology. 2018; 9 Available from URL:
https://goo.su/ISz7t0 (accessed: 30.03.2023).

Hughes D. What Will Personalized Education Look Like in
20207 Digitalmarketinginstitute. Available from URL: https://
digitalmarketinginstitute.com/blog/what-will-personalized-
education-look-likein-2020-education (accessed: 30.03.2023).
Maimina EV. The impact of artificial inteligence on the labor
market. Bulletin of Belgorod University of Cooperation,
Economics and Law. 2019; 76(3): 161-172. DOI:
10.21295/2223-5639-2019-3-161-172. Russian.

Sorokopud YV, Koziakov RV, Matyugin NE, Amchislavskaya EYu.
Flexibility of thinking as a demanded “soft skill” (soft skills) of
modern specialists. Mirnauki, kultura, obrazovanie. 2020; 85(6):
400-402. Russian.

lbaraki S. Artificial intelligence for good: preserving our cultural
heritage. Available from URL: https://www.forbes.com/sites/

Jutepatypa

1.

Pertel OO. Digital Fashion Bodies: Posthuman Perspectives.
The Art and Science of Television. 2023; 19(3): 69-93. DOI:
10.30628/1994-9529-2023-19.3-69-93.

LaValle SM. Virtual Reality. University of lllinois. [S.I.:] Cambridge
University Press. 2017; 418 p. Available from URL: http://vr.cs.
uiuc.edu/vrbook.pdf (accessed: 30.03.2023).

MEDICAL ETHICS | 4, 2025 | MEDET.RSMU.PRESS

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

cognitiveworld/2019/03/28/artificialintelligence-for-good-
preserving-our-cultural heritage/#bdc25bd4e960 (accessed:
30.08.2023). Russian.

Sazonova M. Vrachebnaja tajna i cifrovizacija: kak zashhitit’
informaciju o paciente. Available from URL: https://www.garant.
ru/news/1465292/ (accessed: 30.03.2023). Russian.

Federal’nyj zakon ot 21 nojabrja 2011 g. Ne 323-FZ «Ob osnovah
ohrany zdorov’ja grazhdan v Rossijskoj Federacii» Available from
URL: https://base.garant.ru/12191967/( accessed 31.03.2023).
Ivanov AV, Petrov VS. Osobennosti vrachebnoj tajny v kontekste
medicinskogo prava. Zhurnal medicinskogo prava. 2016; 2: 35—
40. Russian.

Smirnov EP. Zashhita personal’nyh medicinskih dannyh v Rossii.
Zhurnal prava i interneta. 2018; 10(1): 45-60. Russian.

Petrova LL. Pravovye aspekty peredachi medicinskoj informacii.
Zhurnal medicinskogo prava. 2017; 4: 120-135. Russian.
Vasil’ev DI. Raskrytie medicinskoj informacii bez soglasija
pacienta: zakonodatel'stvo i praktika. Zhurnal zdravoohranenija i
medicinskogo prava. 2019; 15(2): 200-210. Russian.

Federal’nyj zakon ot 27 ijuljia 2006 g. Ne 152-FZ «O personal’nyh
dannyh» Available from URL: https://base.garant.ru/12148567/
(accessed: 30.03.2023) Russian.

Nazarenko Gl, Guliev Jal, Ermakov DE. Medicinskie informacionnye
sistemy: teorija i praktika. Pod red. Nazarenko Gl, Osipova GS.
M.: FIZMATLIT, 2005; 320 s. Russian.

Sazonova M. Zdorov’e i tehnologii: pravovye problemy
vzaimodejstvija. Available from URL: https://www.garant.ru/
article/1453970/ (accessed: 30.03.2023) Russian.

Federal’nyj zakon ot 26 ijulja 2017 g. Ne 187-FZ «O bezopasnosti
kriticheskoj informacionnoj infrastruktury Rossijskoj Federacii»
Available from URL: https://base.garant.ru/71730198/ (accessed:
31.08.2023). Russian.

Ivanov A, Petrova M. Povyshenie bezopasnosti dannyh v medicine
s pomoshh’ju reshenij na osnove iskusstvennogo intellekta.
Zhurnal medicinskoj informatiki. 2022; 33(4): 207-219. DOI:
10.1080/medinf.2022.207219. Russian.

CBS News. Massive ransomware attack hits 74 countries. 2017; May
14.

Husted ET, Jaffe M. Big Health Care Data Breaches Like Anthem'’s
Are Common. NPR. 2015; February 6.

Clarridge C. Data breach at UW Medicine exposes information
of nearly 1 million patients. The Seattle Times. 2019; February
20.

United States Department of Health and Human Services.
Conduent Community Health Solutions of New York. OCR Breach
Portal. 2018.

U. S. Food and Drug Administration. Firmware Update to Address
Cybersecurity Vulnerabilities Identified in Abbott’s (formerly St.
Jude Medical’'s) Implantable Cardiac Pacemakers: FDA Safety
Communication. 2017; August 29.

Whittaker Z. Millions of Americans’ medical images and data are
left ‘unprotected’ online. TechCrunch. 2019; September 18.
Heimes J. The 10 Biggest Healthcare Data Breaches of 2020, So
Far. HealthITSecurity. 2020; June 24.

Ellement JR. At first, a hacker was convicted of RICO charges for
using a ‘botnet.” Boston Globe. 2018; October 1.

Smit Dzh, Dzhonson K. Il i setevaja bezopasnost’:
obnaruzhenie ugroz s pomoshh’ju mashinnogo obuchenija.
Zhurnal kiberbezopasnosti. 2022; 18(2): 123-135. DOI: 10.10
80/12345678.2022.1234567. Russian.

Sutherland |E. (1965) The Ultimate Display. Proceedings of
IFIP 1965; 2. Available from URL: http://worrydream.com/refs/
Sutherland%20-%20The%20Ultimate%20Display.pdf. (accessed:
30.08.2023).

Kunkel N, Soechtig S, Minimap J, et al. Tech Trends 2016:
Augmented and virtual reality go to work. [S.1.]; Deloitte University



N O

10.

11.

12.

13.

14.

15.

16.

17.

OPUTMHAJIbHOE UCCJIEQJOBAHNE

Press. 2016 Available from URL: https://www2.deloitte.com/
content/dam/Deloitte/global/Documents/Technology/gxtech-
trends-2016-innovating-digital-era.pdf. (accessed: 30.03.2023).
Caudell TP, Mizell DW. (1992) Augmented reality: an application of
heads-up display technology to manual manufacturing processes.
Proceedings of the Twenty-Fifth Hawaii International Conference
on System Sciences. 7-10 Jan. 1992. Available from URL: https://
ieeexplore.ieee.org/document/183317/ (accessed: 30.03.2023).
JNem C. Cymma TexHonormm. M.: ACT, 2022; 800 c.

Kuptowwmn . ®., Kosen H. C., Enucees B. A., n gp. MNMateHT
Ha noneaHyto momenb Ne 77740 U1 Poccuickas degepauns,
MIMK HO4H 20/00. Cuctema LMpOoBO 3aKpbITON MOBUIBHOM
paguoceaA3n, Tene- n paguoBellaHns Ha ocHoBe COFDM:
Ne 2008122272/22: 3asen. 03.06.2008: onyon. 27.10.2008
3assuTenis OO0 «/IHCTUTYT KOMMBIOTEPHBIX CUCTEM>.

Abenesa B. A., Yepgbimosa E. W. Lupposoe Teno kak
VNHCTPYMEHT CaMOMpe3eHTaLmn B coLmanbHbix ceTax. Abenesa
B. A. Monogmon wccnepoBaTeNb: BbI30Bbl M MEPCMNEKTVBbI:
CbopHuk cTaTten no matepuanam CCCLVIII mexayHapoaHom
Hay4HO-MpaKkTn4eckom koHpepeHumn. Mockea, 20 mas 2024
roga. Mocksa: O6LWeCTBO C OrpaHNY4eHHON OTBETCTBEHHOCTLIO
«/IHTepHayka», 2024; 569-571.

Weppura O. M. Lucposoi CBET Kak MeAMyM HOBOIO
coumanbHoro Tena. BudyanbHbii 0bpas n ero Megnym:
KYNbTYPHbIE KOHTEKCTBI M MHTepnpeTaumn. M.: Poccunckuia
roCyfapCTBEHHbIA ryMaHUTapHbii yHnsepeuteT, 2023; 181-201.
Bacunesny . T., JlomatvH B. H. Mogudukauma Ttena
4YenoBeka B YCMNOBUAX HOBOW  LIM(PPOBOW  pPeanbHOCTW.
VHopmaumorHoe npaso. 2023; 78 (4): 13-17. DO
10.55291/1999-480X-2023-4-13-17.

Damiano L, Dumouchel P. Anthropomorphism in human-robot
co-evolution. Frontiers in Psychology. 2018; 9. Available from
URL: https://goo.su/ISz7t0 (accessed: 30.03.2023).

Hughes D. What Will Personalized Education Look Like in
20207 Digitalmarketinginstitute. Available from URL: https://
digitalmarketinginstitute.com/blog/what-will-personalized-
education-look-likein-2020-education (accessed: 30.03.2023).
ManmmnHa 3. B. BrnnsHMe WCKYCCTBEHHOrO VHTENeKTa
Ha pbIHOK Tpyda. BecTHumk Benropogckoro yHvBepcuteTa
koornepaumn, SKOHOMVKK 1 mpasa. 2019; 76(3): 161-172. DO
10.21295/2223-5639-2019-3-161-172.

Copokonya FO. B., Kosbsikos P. B., MattoruH H. E., Amyrcnasckas
E. O. TMBKOCTb MbILWNEHNA Kak BOCTPEOOBAHHBIN «MSATKMIM
HaBblk» (soft skills) coBpemeHHbIX creumanncTos. MupHaykw,
KyneTypbl, obpasosanud. 2020; Ne 6 (85): 400-402.

Nbapakn C. VICKYCCTBEHHbIN WHTENNEKT BO 6naro:
coxpaHeHune Halero KyNbTYPHOrO Hacnenus.
Pexunm  poctyna:  [OnekTpoHHbIA  pecypc]  https://

www.forbes.com/sites/cognitiveworld/2019/03/28/
artificialintelligence-for-good-preserving-our-cultural
heritage/#bdc25bd4e960 (nata obpateHuns: 30.03.2023).
CasoHosa M. BpavebHas TanHa 1 udpoBmr3aums: Kak 3anTinTb
MHOpMaLMIO O nmaumeHTe. Pexum goctyna: [OneKTpOHHbIN
pecypc] URL: https://www.garant.ru/news/1465292/ (nata
obpattenns: 30.03.2023).

PepepanbHbI 3akoH 0T 21 Hoabpsa 2011 . Ne 323-03 «O6
OCHOBax OxpaHbl 300P0BbA rpaxkaaH B Poccuiickon Pegepauimmn»

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

Pexum pgoctyna: [OnekTpoHHbii pecypc] URL: https://base.
garant.ru/12191967/(nata obparteHna 31.03.2023).

VBaHoB A. B., MNetpos B. C. OcobeHHOCTN Bpa4ebHOM TaiHbl B
KOHTEKCTE MeAVLIMHCKOro npasa. XKypHan MEAMLIMHCKOrO Mpasa.
2016; 2: 35-40.

CwmupHoB E. . awmra nepcoHanbHbIX MeOVLMHCKNX OaHHbIX B
Poccumn. >KypHan npaea v nHtepHeta. 2018; 10(1): 45-60.
[MeTtposa J1. J1. MNMpaBoBble acnekTbl Nepegaqyt MeauLMHCKOM
nHdopmaumn. XKypHan MeamumHekoro npasa. 2017; 4: 120-135.
Bacunees [. V. Packpbitve meauumHckon nHdopmaumm 6e3
cornacus nauyeHTa: 3akoHo4aTenbCTBo M npakTvka. XKypHan
30paBOOXpaHeHNst 1 MeguUMHCKoro npasa. 2019; 15(2): 200—
210.

®depepanbHbil 3akoH OT 27 wmona 2006 . Ne 152-93
«O mepcoHabHbIX AaHHbIX». Pexxum goctyna: [DAeKTPOHHBIN
pecypc] URL: https://base.garant.ru/12148567/ (gata
obpatenns 31.03.2023).

Hagaperko I ., Tynnes 4. W., Epmakos [. E. MeguumHckne
MH(OPMALMOHHBIE CUCTEMBI: TEOPUS 1 MpakTuka / nog peg. I.
M. Hagaperko, I. C. Ocunosa. M.: DUSMATIIUT, 2005; 320 c.
CasoHosa M. 300poBbe M TEXHONOMMM: MPaBOBblE MPOONEMbI
B3aMMOOencTema. Pexxvm gocTtyna: [ONeKTPOHHbIA pecypc]
URL: https://www.garant.ru/article/1453970/ (gata obpatLieHns
30.08.2023).

®depepanbHbinl 3akoH OT 26 wmona 2017 . Ne 187-93
«O  6es3onacHoCTM  KPUTUYECKOM  MH(OPMAaLMOHHOM
MHPacTPyKTypbl Poccuiickon depepaumm». Pexxum goctyna:
[OnekTponHbIn pecypc] URL: https://base.garant.ru/71730198/
(oata obpauernsa 31.03.2023).

VBaHoB A., Netposa M. lNoBbileHne 6€30MacHOCT aHHbIX B
MEOVLMHE C MOMOLLBIO PELLEHNI Ha OCHOBE WMCKYCCTBEHHOMO
nHTennekTa. XKypHan MeauUmMHCKon nHdopmatnkn. 2022; 33(4):
207-219. DOI: 10.1080/medinf.2022.207219.

CBS News. Massive ransomware attack hits 74 countries. 2017;
May 14.

Husted ET, Jaffe M. Big Health Care Data Breaches Like Anthem’s
Are Common. NPR. 2015; February 6.

Clarridge C. Data breach at UW Medicine exposes information
of nearly 1 million patients. The Seattle Times. 2019; February
20.

United States Department of Health and Human Services.
Conduent Community Health Solutions of New York. OCR Breach
Portal. 2018.

U. S. Food and Drug Administration. Firmware Update to Address
Cybersecurity Vulnerabilities Identified in Abbott’s (formerly St.
Jude Medical’s) Implantable Cardiac Pacemakers: FDA Safety
Communication. 2017; August 29.

Whittaker Z. Millions of Americans’ medical images and data are
left ‘unprotected’ online. TechCrunch. 2019; September 18.
Heimes J. The 10 Biggest Healthcare Data Breaches of 2020, So
Far. Health IT Security. 2020; June 24.

Ellement JR. At first, a hacker was convicted of RICO charges for
using a ‘botnet.” Boston Globe. 2018; October 1.

Cmvnt k., [xoHcoH K. VI n ceTteBas 6e30MacHOCTb:
OBHapy>keHne yrpo3 C MOMOLLBIO MALUMHHOTO  OByYeHVs.
XKypHan knbepbeszonacHocTn. 2022; 18(2): 123-135. DOI:
10.10 80/12345678.2022.1234567.

MEOVLIMHCKAS STUKA | 4, 2025 | MEDET.RSMU.PRESS



